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isogeny composition
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isogeny degrees

degrees multiply when 
isogenies are composed
(just like polynomials!)

a measure of complexity
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duals
kind of an inverse-ish

dual isogeny

duals are not inverses because:
easy to find, given
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isomorphism
curve equivalency

isogeny of degree 1 “isomorphism”

if there exists

such that

then (the curves are isomorphic to one 
another)

easy to find an isomorphism if you know E1 and E2 

(an isomorphism)
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isogenies 
get around
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isogeny
computation
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supersingular curves
https://en.wikipedia.org/wiki/Supersingular_elliptic_curve

prime

secp256k1 is not supersingular BTW
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why supersingular curves?

1. Every S.S curve is isomorphic to a S.S curve defined over 

2. Every S.S curve defined over            is connected to every 
other such curve by an isogeny defined over 

(don’t worry if you don’t understand this yet)

3. Any isogeny can be factored into a chain of isogenies with 
prime degrees.

https://conduition.io/
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supersingular isogeny graph

image credit: Craig Costello, 2019

vertices are isomorphism 
classes (buckets of like curves)

edges are prime-degree isogenies
(maps between curves)

For a large prime p there are about
     vertices (isomorphism classes)
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supersingular isogeny path problem 
(SIPP)

given two supersingular elliptic curves                     s. t

the isogenist’s BFF

find an isogeny

many candidates exist,
but hard to find any of thembest general algorithm: 

  Meet-in-the-middle

complexity:

  classical: 

  quantum:
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endomorphisms
map a point on a curve to another point on the same curve

examples:

point multiplication frobenius map composed isogenies

there’s a finite set of endomorphisms available on any given curve,

and they form a ring: an endomorphism ring!
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endomorphism 
ring problem 

(ERP)

given an elliptic curve E

find a generator of its 
endomorphism ring, End(E)

apparently hard even for a QC
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endomorphism 
rings are 

closely related 
to quaternion 

algebras
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ERP and SIPP are equivalent
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abusing SIPP/ERP equivalence

two S.S. elliptic curves

then we can find an isogeny

if if an isogeny                            is known

we can find the endomorphism ring

assume   
               
  

is known

is known

computable with KLPT!
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toy example

base S.S. elliptic curve

assume  
              
    

is publicly known

generate a random isogeny

is our public key

compute the endomorphism ring

is our secret key(or      )

key generation

very compact if we use Montgomery curves!

(we only need to publish the coefficient A)

https://conduition.io/


 

problem: leaks an isogeny which reveals
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toy example base S.S. elliptic curve

1. derive challenge isogeny

public key curvesigning

secret isogeny

2. compute (using                           )

3. find (using                                    )

is our signature
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toy example base S.S. elliptic curve

1. derive challenge isogeny

public key curvesigning

secret isogeny

2. compute (using                           )

3. find (using                                       )

is our signature

0. sample random commitment isogeny & compute

now zero knowledge because is kept secret

protip: reusing will leak

https://conduition.io/
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toy example base S.S. elliptic curve

1. derive challenge isogeny

public key curvesigning

secret isogeny

2. compute (using                           )

3. find (using                                       )

is our signature

0. sample random commitment isogeny & compute

now zero knowledge because is kept secret

protip: reusing will leak

SQIsign

https://conduition.io/


 https://conduition.io

isogeny encoding

any  separable* isogeny:

why signatures are so small

can be recovered from:

always includes 
infinity point a finite set of 

points!

*any inseparable isogeny can be made separable

bad news: we typically use isogenies w/ very big kernels

kernel is too big to be our encoding

https://conduition.io/
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isogeny encoding

any  separable* isogeny:

why signatures are so small

can be recovered from:

always includes 
infinity point a finite set of 

points!

*any inseparable isogeny can be made separable

good news: we can use torsion groups to represent very big sets of points

https://conduition.io/
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isogeny encoding
why signatures are so small

t-torsion group:

every point in the t-torsion group is a generator of a cyclic subgroup of order n ∣ t :

(all points unique)

one point efficiently encodes a large 
set of points!

sounds like exactly what we need

size:

important distinction:

“P is a t-torsion point”  → P has order n that divides t
           “P has order n”  → P generates n unique points

“subgroup generated by P”

https://conduition.io/
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- otherwise (ϕ is not “cyclic”) we can decompose ϕ into  
  a distinct cyclic isogeny ψ: E1 → E2 such that
   and we can encode ker(ψ) with just P.

https://conduition.io

isogeny encoding
why signatures are so small

- ϕ: E1 → E2 can be encoded as ker(ϕ)

- if , then ker(ϕ) can be encoded with just P. 

upshot: we can encode an isogeny between any two curves with a single point

not necessarily any isogeny

https://conduition.io/
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rerandomization
how xpubs, taproot, and silent payments all work today

(classical)

public key P = dG hash function H: {0,1}* →  Z  

 

secret key d generator point G 

https://conduition.io/
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PQ rerandomization
xpubs, taproot, and silent payments after Q-day

hash-based signatures

what’s possible?

impossible, no algebraic structure

feasible, opaque (no effect on sign/verify algos)isogeny-based signatures?

lattice-based signatures
possible, but expensive (bigger sigs/pubkeys, slower).
best one I know of: https://cic.iacr.org/p/2/3/3/pdf
( |pk| + |sig| = 5429  )

https://conduition.io/
https://cic.iacr.org/p/2/3/3/pdf


 

RerandomizeSecret

given

derive a pseudorandom isogeny

using a hash

then find and return

RerandomizePublic

given a curve

derive a pseudorandom isogeny

using a hash

return           as the new public key

https://conduition.io

PQ rerandomization
xpubs, taproot, and silent payments after Q-day

with isogenies

(e.g. using KLPT)

fast, simple to implement slower, more complex

recently proven secure!
  https://eprint.iacr.org/2026/1169

https://conduition.io/
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review
what did we even learn, anyway?

- isogenies are structure-preserving maps between elliptic curves

- forming a connected graph with supersingular curve iso-classes as the vertices

- supersingular curves are used as public keys

- isogeny signatures are a proof that you know the secret key End(E) 

- those proofs are typically represented with isogenies (paths through the graph)

- signatures are compact because isogenies can be encoded as points

- security relies on the hardness of path-finding in the isogeny graph

- public keys can be rerandomized (BIP32) by pseudorandom graph walks

https://conduition.io/
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left unsaid

- quaternation algebras: maximal orders, ideals, lattices, etc

- performance: isogenies are pretty slow (see sqisign.org)

- Kani’s Lemma & higher-dimensional isogenies: bedrock of modern isogeny schemes

- PRISM: newer, simpler hash & sign scheme; less robust but simple & flexible

- additional security assumptions of SQIsign & PRISM (beyond SIPP/ERP)

https://conduition.io/
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questions
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